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PLATINUM pPLUS™

1 b e n e w standard

Please see the enclosed Privacy Notice for your account number ending in This document
contains 1mportant mformdtxon about your account.

‘Thank you for this 0ppoﬂmnty to be of service.




YOUR PRIVACY IS
IMPORTANT TO US

y
At MBNA, we are committed to providing
you with the finest financial products and services
backed by consistently top-quality service. And -
while information about you is fundamental to our
ability to do this, we fully recognize the importance
of keeping personal and account information secure.

To offer you the widest range of products and
services, MBNA may share information about you
both within MBNA and outside of MBNA with other
companies. This allows us to offer you products and
services that may interest you and best meet your
needs, whether they are available directly from MBNA
or through our relationships with other companies. We
want you to understand our information safeguards,
what information we collect, what information we
share, and the benefits you receive when we share
information about you.

This notice describes the privacy practices of
MBNA Corporation and all MBNA affiliates,
including MBNA America Bank, N.A,, MBNA
America (Delaware), N.A., Palladian Travel Services,.
Inc.,, MBNA Hallmark Information Services, Inc.,
MBNA Marketing Systems, Inc., and MBNA
Insurance Agency, Inc. (collectively, “MBNA”), for
financial products and services governed by the laws
of the United States of America. This notice explains
MBNA’s information collection and shating practices
and lets you choose whether or not MBNA may share
certain information about you, either within MBNA
or outside of MBNA with other companies.



QUR SECURITY PROCEDURES

MBNA understands the importance of protecting
and securing information and using it appropriately.
Access to information about you is restricted to the
people of MBNA who require it to provide products
or services 1o you. We maintain physical, electronic,
and procedural safeguards that comply with federal
standards for the security of informarion.

When MBNA shares information about you
with companies outside of MBNA, we require them
to impose safeguards, use it only for a permitred
purpose, and to return it to us or destroy it once
that purpose is served. We [imit the amount of
information shared to what is appropriate to offer
a product or service efficiently. MBNA requires any
company receiving information from MBNA to
sign a Confidentiality Agreemerit containing these
requirements and obligating that company to
protect the information as we would.

INFORMATION Wi COLLECT

MBNA collects and uses nonpublic personal
information about you to conduct our business znd to
consistently deliver the top-quality Customer service
you expect from us. Sources of this informacion
include the following:

# Information we receive from you on
- applications and other forms or through
'your cotrespondence or communication
with us including through the mail, by
telephone; or over the Internet; :

# Information we receive from. third paties,
such as consumer reporting agencies, to verify
statements you've made to us, or regarding your
employment, credit, or other relationships; and

# Information about your transactions with
MBNA and with other companies outside
of MBNA.

¥

INFORMATION WE SHARE WiITHIN MBNA

We may share all of the information we collect
about you with financial service companies within
MBNA to offer additional products or services that
may interest you and best meet your needs. We believe
this is convenient for you and may save you both
time and money. To do so, we share identification
information (such as name and address), transaction
and experience information (such as purchases and
payments), credic eligibility information (such as credit
reports and applications), and other information. The
decision to purchase any such products or services
is yours alone. You may tell us not to share credic
eligibility information about you within MBNA,
but please understand this does not prohibit us from
offering you additional products and services or from
sharing transaction and experience, identification,
and other informarion within MBNA.

INFORMATION WE SHARE WITH OQTHERS

From time to time, we may allow companies
outside of MBNA to offer you their products and.
services that may interest you. These products and
services may be offered by financial service providers
{(such as banks, loan brokers, account aggregators,
insurance agents, insurance companies, mortgage
bankers, and securities broker-dealers), by nonfinan-
cial companieés (such as retailers, direct marketers,
communications companies, Internet service providers,
manufacrurers, service companies; travel agents, cruise

lines, car rental agencies, hotels, airlines, publishers,

and organizations endorsing MBNA financial products
or services), and others (such as nonprofit organiza-

tions}. Subject to applicable law, we may share all
the information we collect with these companies
outside of MBNA, unless you tell us not to.

Additionally, we may share all the information
we collect with companies that perform marketing
or other services on our behalf or to other financial
institutions with which we have joint marketing
agreements. We are also permitred by law to share
information abour you with other companies in
certain circumstances. For instance, we may share
all of the information we collect with companies
assisting us in servicing your loan or account, with
companies that endorse our products and services
through affinity agreements, with government
entities in response to subpoenas or regulatory
requirements; and with consumér reporting agencics.
If you tell us not to share information with companies
outside of MBNA that wish 1o offer you their
products and services, as described above, please
understand that we will coatinue to share
informarion in these additional circumstances.

INFORMATION ABOUT YOUR CHOICE

We're dedicated to serving your needs—and to
respecting your choices telated to privacy. You may
tell us not to share credir eligibility information
within MBNA, and you may tell us not to share
information with companies outside of MBNA
that wish to offer you their products and services -
as described above. If you wish to opt out of such
information sharing, please call toll-free
1-866-751-1255, We will ask you to verify your
identity and the specific accounts to which the opt
our applies, so please have all your account, mem-
bership, or reference numbers, and your Social
Security number or Taxpayer Identification number
for deposit accounts available when you call.

(over, please)



MBNA applies opt outs at the account level, not
by individual Customer. When any person listed
with others on an account opts out (for example,
a co-applicant, joint account holder, or authorized
user), we will list the entire account as having opted
out. MBNA will continue to adhere to its disclosed
privacy practices for an account even if it becomes
inactive or is closed.

An opt out from information sharing on an account -
as described above, either within MBNA and/or with
companies outside of MBNA, remains effective unless
revoked in writing. Federal regulations require us to .
provide this notice on an annual basis, whether ot
not an account has previously opted out from either
type of information sharing. Please remember when
you receive our subsequent notices that an account
previously opted out from either or both types of
information sharing (and not revoked in writing)
does not need to be opted out again.

This notice updates and replaces any previous
notices from MBNA about the privacy, security, an
protection of information. For additional informa-
tion regarding MBNA's privacy practices concerning
the Internet; and to view the most recent version of
this privacy notice, please go to www.mbna.com
and click on “Privacy Notice.” You may have other
privacy protections under state laws. We may
amend this privacy notice at any time, and we
will inform you of changes as required by law.
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BECAUSE YOUR TRUST IS SO
IMPORTANT

Your trust is the cornerstone of our relationship.
That is why we work diligently to safeguard
your privacy. The information that you provide
us is kept in the strictest of confidence. We
have no intentions of selling personal
information about our customers to third-party
businesses. We are proud to make that
commitment to you, because your trust is the
foundation-of our business.

The foilow}'ng privacy policy explains how we
use and protect the information about our
customers. We ask that you read it carefully.

NOTICE OF YOUR FINANCIAL
PRIVACY RIGHTS

We, our, and us, when used in this notice,
mean Swain Mortgage Company.

This is our privacy notice for our customers.
When we use the words “you” and “your” we
mean the following types of customers:

= Our consumer customers who have a
continuing relationship by purchasing or
holding fmanc:lal products or services such
as a(n): :

» Home mortgage loan account

We will tell you the souaf'”'ces of the. information
we coflect about you. We will tell you what
measures we take to secure that information.

We first define some teths

Nonpublic personal information means
information about you that we collect in
connection with providing a financial product
or service to you. Nonpublic personal
information does not include. information that
is available from public sources, such as
telephone directories or government records.
Hereafter, we will use the term “information”
to mean nonpublic personal mformatlon as
defined in thls section. o

An affiliate is a company we own or control,
a company that owns or controls us, or a
company that is owned or controlled by the
same company that owns or controls us.
Ownership does not mean complete
ownership, but means owning enough to
have control.

A nonaffiliated third party is a person we
do not employ or a company that is not an
affiliate of ours. This is also known as a
nonaffiliated third party, or simply, an “other
party.”

THE INFORMATION WE COLLECT

We collect information about you from the
following sources:

* Information you give us on applications or
other forms

» Information about your transactions with us

* Information about your transactions with
other parties

* Information from a consumer reporting
agency - '
THE CONFIDENTIALITY, SECURITY, AND
INTEGRITY OF YOUR INFORMATION

We restrict access to information about you to
those employees who need to know that
information to provide products or services to
you. We maintain physical, electronic, and
procedural safeguards to protect this
information.

YOUR INFORMATION AND OTHER PARTIES

We will not disclose mformanon about you to
anyone except as disclosed in this policy or as
permitted by law. This might include
disclosures necessary to service your account,
perform joint marketmg or prevent unauthonzed
transactions.

INFORMATION ABOUT FORMER
CUSTOMERS

We do not disclose information about former
customers, except as permitted by law.

PRIV2600 {0106)




AUTHORIZED SHARING -
JOINT MARKETING
We may disclose the following information to
other financial institutions with whom we
have joint marketing agreements;
* Information you give us on an
application or other forms, such as:
* Name '
» Address
* Social Security Number
» Information about your transactions with
us, such as:
* Account balances
* Types of accounts
We disclose the information listed above
with other financial institutions with whom
we have joint marketing agreements. You do
not have a right to opt out of the disclosure
of this information. -
Types of Businesses
We may disclose information pursuant to
joint marketing agreements to the foliowing
types of businesses:
» Financial service providers, such as:
*» Insurance agents
Reasons For Disclosing
We may disclose information about you to
other financial institutions with whom we
have joint marketing agreements to provide
you with information about additional
products and services.

SWAIN MORTGAGE COMPANY
157 S. Main Street
Mansfield, OH 44902
800-686-2404

@B-PRIV2600 (0106) VMP MORTGAGE FORMS 866-310-0768

E@LM © 2000 Bankers Systerns, nc. . FRIV-40
Form PRIV-DISC &/21/2000 7
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KNG /17,300
Notification of Pricing, Policies and Services

@TIME WARNER

CABLE

How to Reach Us

Address: Telephone Numbers:
Route 9W 845-331-1711
Port Ewen, NY 12466 1-800-431-8878
Phone Hours:

Monday - Thursday 7AM - 10PM
Friday 9AM - 10OPM  Saturday 7AM - 10PM
Sunday 8AM - 6:30PM

Have vour account number available when you cail. 1 will help us fcate
your acecount quickly and serve you better,

Written billing inquiries should be addressed to:
TWC « Customer Service Managet « PO. Box 610, Port Ewen, NY 12466

The bill for Time Warner Cable {TWC) Service is rendered with a monthly invoice.
Billing cycles normally cover thidty day periods.
,

Because billing occurs ia thirty day cycles, any time you add or defete a cable service
your next bill will refiect an amount for # “partial month.” The “partial month”
charge reflects the amount from the date of the change plus your next full billing
cycle. For example, you purchase a new service on the 20th day of your 30 day
billing cycle. The charge for the last ten days in that cycle will appear as a “partial
month” charge on your next bill plus the new service rate for the next full billing cycle.

Mot

A $5.00 late charge will be added 1o any amount which is sill hnpzud on_the due date.
(The due date of your bill is normally 20 days after the billing date for current billing.)

&

An account is subject to disconnection for non-puyment 45 days from the date of
TWC’s mailing of the il for which service charges are pist due. A notice of intent
to disconnect service will be mailed to each subscriber subject to disconnection at
feast 8 days prior to the actual disconnect being completed. Disconnection can be
prevented if the bill is paid in full prior to the disconnect date. 'If a delinguent bill is
paid to a TWC field representative, a collection charge of $22.14 plus the full amount
owed must be paid 19 retain your service. (This includes all Tate charges which may
apply.} A $1.99 charge applies for computerized disconnects & reconnects. (A check
inthe mail is not considered payment received; it must be received and posted o your
account.) Receipt by TWC of a subsequently dishonored pegotiable instrument (bad
check) in response to a notice of disconnection shal not constitute payment and no fur-
ther notice of TWC's intent to disconnect will be rendered. Delinquent disconnects
will be completed only when the office is open.
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new requirensias, chaimg the abiiiy 1 properly wwne cdle chomeds. In adgition. sofmc T¥s
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<. Titme of Discontection; B mokiee is sent, TWC mat diseonnect service on e chike
spevified on the Borice, 1r afkr, during regular business howes.
& Discarmection: Lpon Jiwonnectios, TWU <hall lrave e cusmmner™s reskdente. i
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KNG / 19,000

@TIME WARNER

CABLE
Address: Telephone Number:
Route 9W 845-331-1711
Port Ewen, NY 12466 1-800-431-8878
Phone Hours:

Monday - Thursday 7AM - 10PM  Friday 9AM - 10PM
Sawrday 7TAM - 10PM Sunday 8AM - 6:30PM

Effective January 1, 2002

t 7 | WCBS New York, New York CBS
N (T Leased Access

[ 4 ] WNBC New York, New York NBC
EN HOME BOX OFFICE

6 | WNYW New York, New York Fox
WABC New York, New York ABC
KR WRGB Schenectady, New York CBS
g | WWOR Secaucus, New Jersey IND
10 | PAY-PER-VIEW

19 | WPIX New York, New York IND
WRNN Kingston, New York IND
EN WMHT Schenectady. New York PBS
| 13 ] Home Shopping Network

16 | EWTN / Odyssey

SHOWTIME

ENCORE

TV Guide Channel
CINEMAX

WTBY Poughkeepsie, New York IND
Discovery Channel

STARZ!

Quality, Value & Convenience
C-SPAN Cougressional Coverage
Music Television

Fox Sports. New York
Madison Square Garden
American Movie Classics

The Nashvilie Network

ABC Family Channel

Cuble News Network

The Weather Channel

Animal Planet

Ars & Entertainment

ESPN

Lifetime

Nickelodeon

FX

Tumer Network Television
USA Network

OPEN

CNBC

Bluck Entertainment Television
ESPN 2

EEERE R EREEEEEEEEEEEEEEREEE

AEBEERRE




T TV Food Newwork
The Learning Channel
The Disney Channel
fr" Turner Classic Movies
# Home & Garden TV
Sci-Fi Channel
Cartoon Network
% Count TV
[T] The History Channel
] Encore Plex
HBO Plus West
HBO Signature West
C-SPAN2 '
Comedy Central
The Travel Channel
VH]
F.' Lintviston
Country Music Television
MSNBC
E' Enteriainment TV
Fox News Network
Discovery Kidy
Gome Show Network
BBC America
Brave
Discovery Home & Leisure
Discovery Health
BDiscovery Sclence
Discovery Wings
Fox Sports World
ESPNews
ESPN Classic Spoits
Outdvor Life
The Golf Channe!
SpecdVision
We Women's Entertainment
i Independent Film Channel
Encare Love Stories East
Encore Mysieries East
Encaore Westemns East
STARZ!2 Eust
HBO Plus East
HBO Signature East
Showrimel East
The Mavie Channel
iy Pav-Per-View
Adulr Pay-Per-View
[l Digital Music Express

&
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Full TWC Service Consists of:

Basic Reception Service {channels 24, 6-9.11-16, 19, 21, 22, 24, 25},

Expanded Basic Service (chunnels 26-48, 50, 53, 58-93).

Digitad Service (chamels 1219301,
PREMIUM/PAY-PER-VIEW (channels 5, 10, 17, 18, 20, 23, 56,
57.519-851),

Catle Plus Tier (Chaumels 49, 31-34),
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Washington Mutual
Loan Setup

75 North Fairway Dr.
Vernon Hills, Il. 60061

. Washington Mutual

April 23, 2001

By now, you may be aware that PNC Bank sold its mortgage banking
subsidiary, PNC Mortgage, to Washington Mutual Bank, FA effective February
1, 2001.

Washington Mutual has always valued the trust of its customers. We know
customers care about the security of the information they provide when doing
business with us.

The enclosed Privacy Policy covers what types of information Washington
Mutual collects, and the circumstances under which it may be shared with
affiliated companies and with nonaffiliated third parties.

Please take a moment to read this important information.

b
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Washington Mutual

Washington Mutual Home Loans, Inc.
A Washington Mutual Company

Washington Mutual, Inc.
PRIVACY POLICY

Your Privacy

At Washington Mutual,* respecting the privacy
and security of your personal information is
important to us. Please read this Privacy Policy
carefully. It is designed to inform you of the
types of information we collect, how we use
that information, and the circumstances under
which we will share it among our family of
affiliated companies and with nonaffiliated
third parties.

Safeguarding Customer Information

We only grant access to nonpublic personal
information about you to employees and service
providers so that they can provide or offer
products or services to you, process and service
your accounts, and administer business. Qur
Code of Conduct requires that your information
remain confidential. Even if you are no longer
our customer, we will continue to treat your
nonpublic personal information in the same
way as if you were still a customer. In addition,
we maintain physical, electronic and procedural
safeguards that comply with federal standards
to guard this personal information.

*This Privacy Policy is being provided to you by Washington Mutual, Inc. and
the Washington Mutual family of companies listed on the reverse side of this
Privacy Policy. As used in this Privacy Policy, "we,” "us,” “our,” or “ours* refers
to Washington Mutual, Inc. and each of its companies. “You," *your," and
“yours" refers to each individual who is one of our customers or former
customers and other individuals who obtain or request a financial product or
service from us.



information Sharing with Nonaffiliated Third
Partias as Parmitied by Law

We are permitted by law to share all the infor-
mation we collect, as described above, with

{1) companies that perform marketing services
on cur behalf and (2) with other financial insti-
tutions with whorn we have joint marketing
arrangements. For example, we may share
information with financial service providers with
which we offer products such as credit cards or
accelerated loan payment programs.

We may also share all the information we collect,
as described above, with other nonaffiliated
third parties such as third parties that assist us
with preparing monthly statements, and with
the processing and printing of checks, These
other non-affiliated third parties also include-
credit reporting agencies to' whom we repott.
information about your transactions with us.

Please be advised that the opt out rights
described below will not apply to the sharing
of information with these third parties or to
the sharing of information with marketing
service providers and joint marketers as
described above, :

Information Sharing With Other Nonaffitiated
Third Parties and Your Opt Out Rights

Unless you request otherwise, we may share all
the information we collect, as described above,
with additional types of nonaffiliated third parties,
such as:

* Financial service providers, such as life insur-

ance companies for whom one or more of
-our affiliates acts as agents.

» Non-financiat companies, such as firms that

offer value-added packages of products and
services (including discounted travel services,

discounted hotel accommodations and
shopping services.)

1 you prefer that we not share nonpublic personal
information about you with these nonaffiliated
third parties, you may opt out of those disciosures
(other than as permitted by law). To opt out,
please check the appropriate box on the opt-out
form attached, fill in all the requested informa-
tion, and return the form to us at the addrass
provided. We will stop sharing this information
as 500N as feasonably practical: Again, your
optout will apply to all accounts you hold
individuafly and to all accounts you hold jointly
with other persons. Your opt out will not apply,
however, to any accourits your joint account
hoiders hold individually or joindy with persons
other than you. If your joint account holders
wish to opt-out as 10 such other accounts, they
will need to submit a separate opt out request.

Sharing of Nonpublic Personal Health
information

If you engage in an insurance transaction with

or through us, we may collect nonpublic
personal health information about you. We do
not share nonpublic personal health information
with any non-affiliated third party unless you
have authotized the disclosure, the disclosure is
made in connection with an insurance transac-
tion that was initiated by you or the disclosure
is otherwise permitted by law.

Thank you for allowing us to continue serving
your financial needs, We vilue your business
and we're committed to protecting your privacy.

This Privacy Policy applies to the following Washington
Mutual companies and divisions: Bank United Securities
Corp,, First Community Industriat Bank, Long Beach
Mortgage Company, Washington Mutual Bank, Washington
Mutual Bank fsk:, Washington Mutual Bank, FA, WMB.FA
Insurance Agency, inc., WM Business Bank, Washington
Mutual Finarce, Washington Mutual Finance Group, LLC,
Washington Mutual Finance of Florids, LLC, Washington
Mutual Finance of Mississippi, LLC, Washington Mutual
Finance of North Carolina, LL.C, Washington Mutual
Finance of Virginia, LLC, Washington Mutual Finance, inc.,
Washington Mutual Finance, LLC, WCBU Managing
Agency, Inc., WMFS Insurance Services of Idaho, Inc.,
WMFS Insurance Services of Nevada, Inc., WMFS Insurance
Services, Inc., WM Financial Services, Inc., Washingten
Mutual Home Caans, Inc., WM [nsurance Agency, Inc.,
Washington Mutual Insurdice Agency, Washington Mutual
Insurance Brokerage Services, Inc., Washington Mutual
Insurance Services of Idaho, Inc., Washington Mutual
Insurance Services, Inc., Western Bank

T e R W M AN A = e e e Gyt M

Opt Out Request Form

| direct Washington Mutuai not to share my
nonpublic persenal information as set forth
below {please check appropriate box{es)}:

I understand this may cause me tc no fonger
receive promotional or exclusive offers for any
product or service Washington Mutual provides.

01 direct Washington Mutual not to share non-
public personal information about me with
non-affiliated third parties, except as
provided in this Privacy Policy.

Q| direct Washington Mutual not to share
nonpublic personal information about me
among its affiliated companies, except as
providad in this Privacy Policy.

Joint Accounts: All accounts that apply to the
customer filling out the information below will
be “opted-out.” This will include joint accounts.
However, any person holding a joint account
with the customer filling out this form who
wishes to opt out of an account held individually
or jointly with someone other than the person
filling out this form, will need to submit a
separate opt out request.

We will process your opt out request as soon
as reasonably practical, Please note that you
may still receive mailings if your information
was permissibly shared prior to processing your
opt out o if the mailings can be provided
without violating your opt out request.

Please PRINT clearly in blue or black ink. If
any information on this form is inaccurate,
incomplete, or illegible, we may not be able
to process your request and may be required
to contact you for further information,



Collection of information

We collect nonpublic personal information
about you from the following sources:

s From you, on forms, via the Internet, by tele-
phone or otherwise. Examples of this type of
information include your name, address,
social security number, credit history and
other financial information.

* From transactions with us, our affiliates or
with others. For example, your payment
histories, account balances, and other trans-
action records.

* From credit reporting agencies, such as infor-
mation relating to your creditworthiness, your
credit score and credit usage.

* From third parties to verify information you
have given us.

Uses of Shared Information

We may share all the information that we collect,
as described above, for the following purposes:

* To provide you with the products and services
you have requested.

* To offer you additional products and services,
from us or from others, that may be of interest
10 you.

* To comply with reporting and other legal
requirements.

s To otherwise conduct business.

Information Sharing Among Our Family of
Affiliated Companies

Washington Mutual, Inc. is the holding company
for a group of companies which includes financial
service providers such as depository institutions,
insurance agencies, mortgage companies,
consumer finance companies and securities

broker-dealers. Any company that is owned or
controlled by Washington Mutual, Inc. is an
"affiliate” or an "affiliated company" of all of
the other companies owned by Washington
Mutual, Inc.

Under the federal Fair Credit Reporting Act, we
are permitted to share your name, address and
facts about your transactions and experiences
with us (such as your payment history and other
transactions on your accounts with us) among
our affiliated companies. That information is
referred to in this Privacy Policy as "transaction
information, "

Unless you request otherwise, we also share all
of the other information we collect among our
affiliated companies. This information -- that is;
information other than transaction and experi-
ence information - is referred to in this Privacy
Policy as "other information.” You have the
right to ensure that other information is not
shared with our affiliates, by using the attached
form. If you don’t want us to share this infor-
mation with our affiliates, please check the
appropriate box on the opt-out form attached,
fill in all the requested information, and return
the form to the address provided. Once we
receive your opt out request, we will stop
sharing this information as soon as reasonably
practical. Your opt out will apply to all
accounts you hold individually and to all
accounts you hold jointly with other persons.
Your opt out will not apply, however, to any
accounts your joint account holders hold
individually or jointly with persons other than
you. If your joint account holders wish to opt
out as to such other accounts, they will need to
submit a separate opt out request.



PLEASE PRINT CLEARLY

Name:
(First, Middle, Last or Company Name})

Street Address:

Mailing Address:
' (If different from Street Address)

City:

State/Zip Code:

Phone Number: ( )

Account Number:
(Please provide one valid account number)

Please note: If you establish a new relation-
ship with Washington Mutual after you submit
this Opt Out request, you will receive another
copy of our Privacy Policy and Opt Out form.
If you wish to Opt Out in connection with the
new relationship, you will need to submit
another Opt Out request at that time.

From time to time, we update our systems to
offer additional privacy options to our customers.
If you submitted a prior opt out request and

want your customer records to be updated with-

our most current privacy options, please complete
and submit this torm. However, if you choose
not to resubmit this form, your prior opt out
request will be honored.

Return request to: Washington Mutual
P.O. Box 2430
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Chatsworth, CA 91311-2430 g
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WELLS FARGO
PRIVACY POLICY

A Guide to How We Use
and Protect Customer information

Our Pledge To You

At Wells Fargo, we value the trust you have placed in
us...and we intend to continue to earn your trust
cach day. That’s why we welcome this opportunity to
describe our privacy policies and the steps we take to
protect your customer information. In this brochure,
you'll find details about these policies and procedures,

as well as the opportunity to-choose how your
customer information may be shared. Yov’ll also
receive updates in the future, so you can continue to
stay informed about this important issue.

Wells Fargo Banks

Wetls Fargo Bank, NLA,

Wells Fargo Bank Alaskd, N.A.
Wells Fargo Bank Arizona, N.A.
Wetls Farga Bank Hiinois, N.A.
Wells Fargo Bank tadiana, NLA.
Wells Fargo Bank lowa, NLA.
Wells Fargo Bank Michigan, N.A,
Wells Fargo Bank Minoesora, NLA.
Wells Fargo Bank Moutana, N.A.
Wells Fargo Bank Nebraska, N.A,
Wells Fargo Bank Nevada, NLA.
Wells Fargo Bank MNew Mexico, N.A.

Wolls Fargo Bank Northwest, IN.A.
Wells Fargo Bank Ohio, N.A.

Wells Fargo Rank South Dakom, NLA.
Wells Fargo Bank Texas, N.A.

Welis Fargo Bank West, N.A.

Wells Fargo Bank Wisconsin, N.A.
Wells Fargo Bank Wyoming, N.A.
W National Bank South Central

Wells Fargo Bank North Dakota, NLA,

This disclosure applies to consnmers who have a
refationship with one or more of the banks and
companies of Wells Fargo & Company listed below:

Student Loans
Servus Financial Corporation
Wells Fargo Bank South Dakota, NLA,

Diversified Products Group
Weils Fargo Leasing Corporation
Wells Fargo Auto Finanee, Inc.
Wells Fargo Fleet Services, Inc.
Norwist Auto Finance, In¢.
Home Mortgage
Wells Fargo FHome Morrgage, Inc.
Wells Fargo Home Mortgage
of New Mexico, Inc.
Securities Brokers
Brenton Investments, lnc.
Ragen MacKenzie Investment
Services, LLC
Wells Fargo Brokerage Services, L1LC
Wells Fargo Invesmmens, LLC
Wells Fargo Securities, Ine.
Wells Farpo Van Kasper, LLC
The practices and policies contained
in this disclosure are subject to change,
bt see will conmunicate auy material
changes to you when required by
applicable laws. The practices and
policies contained in this disclosire
replace all previous notices oy
statements with respect to the same
stebject matter.




This Is Our Pledge To You

m We are committed to protecting your privacy at all times.

m We do not share customer information with outside
companies for purposes of selling their products and
services to you, unless you have been given the
opportunity in advance to decline this option.

® We do not share medical information provided as part of
insurance applications or claims, except for the purposes
you have authorized.

m We are committed to bringing you the secvices you need
ro succeed financially. If we do not offer a financial service,
such as some insurance products, we may establish a joint
marketing program with an outside company to offer that
service to you. These programs include confidentialiey
agreements to protect customer information.

= We maintain security standards and procedures designed
to protect customer information. We will continue to test
and update our technology to improve the protection of
our information about you.

Behind this pledge is a simple idea. We want you to know
that you can count on us — to protect the privacy and
security of your customer information, and to provide you
with the responsive, professional service you-deserve. The
Wells Fargo name has been a trusted symbol of service and
reliability for nearly 150 years. We are committed to
continuing this proud tradition in the years to come, and

to earning your trust — and your business — every day.

Our Policies Regarding The Collection, Use
and Disclosure of Customer Information

At Wells Fargo, our goal is 1o provide you with all the services
you will need to succeed financially, Along the way, we are
committed to providing you with responsive, personalized
service, and keeping you informed about new services that
may be of immediate interest to you, or new benefits that can
help you derive the greatest value from your Wells Fargo
relationship.

Customer information is at the heart of our ability to provide
superior service to you. In the sections that follow, we describe
the types of information that are collected, and how and why
that information may be shared with others.

Please refer to the Glossary for the definitions of some
unportant terms we use throughout this brochure.

Information Collection

The primary reason that we collect and maintain customer
information is to serve you and administer your customer
rclacionship, This information may be collected from a variety
of sources, such as the following:

m Information you provide to us on applications or forms, like
your income and accounts; '

® Information we receive from an outside company, such as a
credit bureau, providing your credit history or employment
verification; or

& Information about your transactions or experiences with
companies within the Wells Fargo family.

Information Use and Disclosure

Within the Wells Fargo Family

We use and share customer information within the Wells Fargo
family of banks and companics for a variety of reasons,
including the following:

& To protect you. The information we maintain about your
customer relationship helps us identify you and helps prevent
unauthorized persons from accessing your information, or
YOUT 2CCOUNIS OF SErvices.

m To provide superior service, Your customer information
allows us to respond quickly and efficiently to your needs —
from obtaining cash through ATMs, to fast approval of your
loan application. :

m To tell you about rew or enhanced financial services. By
understanding your relationship, we can better meet your
needs and determine your eligibility for other Wells Fargo
services that could be of vaiue to you. For example, if we
know that you own your own home, we might offer you a
hone equity loan rather than an installment loan because
of the potential tax benefits.

m To improve and develop our products and services. Every
product or service we offer is designed to reflect the ways our
customers actually use their accounts, This is the reason why
we collect and analyze information about customer activity
and history, and how we tailor new types of loans, checking,
and other accounts to meet your needs.

Within the Wells Fargo family, we may share the customer

information we collect {described in the Information Collection

section) with: _

m Wells Fargo companies providing financial and other
services, such as consumer bankers, mortgage lenders,
consumer lenders, securities broker-dealers, insurance
agencies, and real estate brokerage companies; and

® Administrative and service units that perform functions such as
servicing your accounts or preparing your account statements.

In addition, information about trust accounts {where a

Wells Fargo bank or company is acting as a trustee or fiduciary)

ts subject to special protection — even within our affiliated

family of banks and companies. This information is considered

extremely confidential and is not shared for marketing or

solicitation purposes without your specific consent.

With Outside Companies or Parties

When it comes to sharing information outside the Wells Fargo

family, we do so only for specific purposes. We may disclose

customer information to the following types of outside
companies or parties: ' :

m Financial service providers'such as insurance companies or
institutions that éxtend credir under a joifit program with us,
arid which typically offer financial services that arc different
than those we provide to you, You may choose to opt out of
this.type of sharing by replying as instriicted in this brochure;

m Non-financial companies, including companies that perform
services on our behalf, such as check printers, companies
that prepare account statements, or companies that help us
niarket our own products to you; and

m Independent contractors, such as technical system consultants
who program our software to help us administer our products
or market our own prodacts to you. - '

We do not share customer information with outside companies

for the purpose of marketing non-financial products or services

of those companies, unless you have been given the opportunity
in advance to decline this option.
{continued on back page)



Some stace laws impose separate requirements before we can disclose
particular types of information about customers in those seares to
outside parties for certain marketing programs or other purposes.

Information Disclosed to Outside Financial Service Providers
As we stated in our Pledge to yon, we do not share information
with outside companies ifr the purpose of selling their produces
and services to you without giving you the opportunity in
advance to decline this option {that is, to “opt out” o?:his type
of shadr&ihn‘\s permitted by law, we arrange programs with
outside cial seevice providers to offer you the benefits of
“one-stop skopping” or other conveniences. In these ases,
unless you exercise your choice 1 opt out of this type of
sharing, we sometimes disclose the following catcgories of
limited customer information with oum'd:alndal instiutions
with which we have joint marketing agreements: .

& Information we reccive from you on applications or forms,
which may include information such as your name, address,
and social security number; '

& Information about your transactions or experiences with -
banks and companies within the Wells Fargo family, which
may include information such as your account balance,
payment history, partits to transactions, and credit card usage.

We disclose informarion only when we befieve that this

information is important for the offer, or necessary to provide

you with & premiurn of eare quote, (ur joint agreemmenss with
these companies are subject to confidentialiry provisions and

r jans on using the inh ion for her purpose.

 .torhavea buxiness need to access customer infol

Information Confidentiality and Security

Information Confidentiality and Protection Practices
As we destribed in our Pledge to you, Wells Fargo is
committed t6 preventing others from unauthorized access
to your customer infocrmation, and we maintain procedures
and technology designed for this purpose. We take several
steps to protect the customer infarmartion we have about
you, including the following:

8 We update and test our sechnology on a regular basis in
order to improve the protection of customer information.

. m We require outside companies and independent contractors

to whom we provide customer information for marketing,

. servicing Or processing purposes to ¢uter into a confidentiality .
agreement that restricts the use of the information to those

. purposes snd prohibits idependent use of the information,

. % :We have interaal procedures that limit access to customer

informatioi, $uch as procedures that require an employee
© 'We tnaintain policies about the proper physical security

"', of workplates and records. Our physical, ¢lectronic, and

. procediaral safeguards comply with federal regulations -
regardingthe protection of customer information.
. i llt'ifé.nmtion]nugrlty Maasures
At Wells Fargo, we wotk hard to ensure that the customer
information we maintain is complete and accurate, We have
Pr?ceduz'g ahd processes for updating gur customer  ©

Information Disclosed to Outside Non-financlal Compan|
and Independent Contraictors - - -
When outside parties perform services ofi ouf behaif, i sotne
instances we iay disclose some or all of the inforrmacion that we
collext, as described jn the Informaticn Coflection siction. ‘This
infarmation may be provided ro cerfain non-financal'companies
and independcnt contractore for the. purposes of servicing your
account or €0 perform marketinig or similar services on-Gur behalf
with respect to products or services we provid i

fo icin as well as rempving old informarion.
We prowet the integrity of customer information about you
through medstires $uch as maintaining backup copics of

- aceount data ri'the évent of power outagies or other business
. inteoruptions, vsing computer virus detection and eradication

‘on syt Ccontaming customer dat, insralling

-computer hardwizé and software, and employing other techa

ical
means-(known a5 “firewalls”) to protect against um.uﬂmrlmd

and contractors are subject eo confidentiality pronmnl; and
restrictions that prohibit using the informanon beyond the
3

performance of the specified secvices on our behalf,

fnf Dsclosed th Ouiside Paitias in Other Shustions
We alse disclose certain customer information to government
agencies, consumer repomni:gmms, and other outside parries
ag petritred or required by the Federal Privacy Actand other
applicable laws, dis¢losures are made for specific, limited
purposes, such as 10 verify individuals® identities {reducing fraud
and idenury theft}, romeet customer service expectations (Connecting
to national ATM networks for ATM card access), to verify
information for prompt credit appravals (mecting customens’
immcdh;e E:‘;nllgml n:?s]. o:dto make certain inlet ‘mation a
marter of public record (recording me o ler prospective
buyers, ticle insurers, and o&mm propesty lipe:t)l.

Our Policlés Regarding the Collection, Use and
Disclosure of information about Former Customers
Qur palicies and pracrices regarding the collecrion and -
disclosure of information about former tustomers ace the same
ak those regarding the collection and disclosure about existing
customers (see the section titled Cur Policies Regarding dhie -
Collection, Use and Disclosure of C er. Fiftormatioa) for -
a period of time after a customer refationship ends. Our -
information about former customert, however, is weed less -
znd less over time after the relacionship ends and eventiaally
is removed from our records. .

puter entry inzo containing 0
~ Glossary ]
1. “We,™ *us” and “our™ mean the Wells Fatgo banks and
compaiiies listed on.the front panel. :

2. "Federal Privacy Act” means the privacy provisions in
Title V of the Gramm-Leach-Bliley Act and also includes the

applicable federal privacy. regulations issued under that Act.

3. *Customer Information” miears our personally identifiable
findncial information abour a consumer that is considered

:]:eeh- ublic persorial information™ within the meaning of

f Privacy Act. .

4. “Wells Farg Faraily” micans the financial institutions,

companies, and other entitics that are considered affiliates

“-of Wélls Fetgo & Company within the meaning of the
Féderal Privacy Act. This rition is broader than the
Wells Fargo banks and campanies refereed 1o as “we,”
“us* and "our™ above.

. 5. *Quuside Partigs™ o&_fOu;;i&e_Cumpanies’ means third

parties that are nipr within.the Wekls Fargo family, except for
joing employees and othiers who are defined as non-affiliated
third pareiés-imder the Federal Privacy Act,

6. “Financial Produéts and Services” means those products

- and services defined o5 a financial product or service under
the Federal Privacy Act and applicable regulations and
interpretations wsned under that Act.

7. *Consumer”™ means an individual who obtains ar has
btained 4 finandal product or service from us that is to
be used peimarily for personal, family, or houschold
purposes (or that individual’s legal representative) within
the méaning of the Federal Privacy Act.

Customer Cholces Regarding
Information Sharing

As described in this brochure; we are committed to
protecting customer in tion, and to using or sharing
it in ways that will improve or expand upon the services
we provide to you. We alsc want you to know that-asa
Wells Fargo customér —you have choices about how your
customer inforimation may be shared.
Plcase be assured thay you may exercise these choices at
any time. In addition, if you have opted ot of information
sharing previously, it is not nécessary ro do 50 again.

With Outside Companies (Option 1)
As described eartier, we may share limited cusromer -
information under special agreements with outsids financial
service providers in order to offer you financial produces that
we typically do not offer ourselves. Somé of this informanon
helps to ensurt thar you will receive those commaunications
that are most likely ro match your needs or situation.
If you prefer that we not share this information about
you with these outside financial service providers for these
purposes, you may choose to ope out. This means that you
may direct us at any time not 1o disclose this information
ro these outside providers for marketing purposes. If yow
wish 1o opt out of this type of sharing, simply notify us as
described and your request will be honored.

within the Wells Fargo Family (Option 2)
As we have described, the bankes wnd companies within the
Wells Fargo famsly share some infottnation abeut you among
themselves to ine your eligibility for products and
services to be offered 1o you. This helps us meet pour financial
netds and offer the right producrs and services to you.
If you prefer that we don't share your personal and credit-
related information with other banks and comparties within
the Wells Fargo family for these purposes, you may choose
to opt out. You may direct s not 1o disclose this informarion
to other Wells Fargo financial institusions to determine your
eligibility for their products and services, If you wish to opt
out of this type of shasing, simply notify us as described in
this re at any time and your reguest will be honored
try all banks and compariies within the Wells Fargo farnily.
[n accordance with the Fair Credit Reporting Act, whether
or not you have.opted out, we may share identifying .
informasion aid information about your transactions and
experiences within the Wells Fargo family.

Addidonal Information About These Choices
We are committed to meeting your financial needs. We
want you to know that, regardless of any opt pur choice
you miake; there may be occasions when we will ask you if
vou wish vour iformation to be shared. For example, if we
are unable 1o offer you a particular Wells Fargo product
that you applied for, we may offer you the opporninity to
have us farward your application and relared information to
another Wells Fargo financia] institution for 4 similar produer.

Tips to Help You Protect
Your Customer Information
Assistance to Victims of identity Theft

If you suspect that someone has had unsuthorized access to
your account with us, of access to your personal identifying
information such as your Social Security number or credit
card informition, please norify your Wells Fargo service
representative immediately so we ¢an take action to protect
vou. In addition, you shonld also report the crime to your local
law enforcement agency and to the Federal Trade Commission
(FTC). To speak with a trained FTC relephone counselor, catl
tolji-free at 1-877-DTHEFT {1-877-438-4338). Or to enter
information abonk your complaint into a secure FTC online
database; sign onto hupfwww.consumergov/idthefy. The site
ako provides links to numerous consumer education materials.

. Ways to Limit Direct Marketing
You May Receive From Outsida Sources

At Wells Fargo, please be assured that we will honor your
ops out choice a5 described above. However, there aze ourside
ies and ies, includi ianal redit

ag P tg Naki c
reparting agencies, which are in the busincss of compiling
maiting fists for purchase by markerers. You may wish to
have your name removed from many of these lists by
following the procedares outlined below:
Dhm""t" and Member Comp
Ta remove your name from direct mail or relemarketing
lists of members of the Direcy Marketing Association, send
a written request with your name, address, and Social
Security punber {if it was included in the mailing you
received) to the Direcr Marketing Associarion. Direct
Marketing Association is r:snﬁomible for Roﬁfyhg its

comp at 1

M ]

{Le., the F
maiting lists} that you want your name removed from the
Eors they sell. Your naiit and address remsains in cheic
consumer exclusion files for five years.
You must register your own name and address with these
organizations because they cannoc process any requests from
ws. Be qure ro inciude any variatons of your name, address
and other information that have appeared in mailings or
telephone calls that you have received.
Mail Preference Service Assoc.
c/o Direct Marketing Association
P.Q. Box 9008, Farmingdale, NY 11735.9008
Telephone Preference Service
c/o Direct Marketing Association
B0, Box 9014, Farmingdale, NY 11735-9014
National Consumer Credit Reporting Agencies {Credit Bureaus)
In addition to sharing information with member companics
for credit verification and Fraud control purposes, national
consumer credit reporting agencies may also sell or share your
name and certain other information to vazious outside
companies for marketing purposes. You may difect these
agencies nox to sell.or share this:informarion abous you for
marketing purposes — but your financial insticution may not
make that request on your behalf. If you wish to dircct these
agencies not to sell or share this iaformation about you for
these marketing purposes, call their toll-free tefephone aumber
ar 1-800-353-0809 to commumicate your request.




How To Notify Us

If you decide 1o opt out, please indicate your choice(s)
as described and write in your name, address, and
Social Security Number or individual Tax Identification
Number. Then detach this response form and mail it
to us at the following address:

Wells Fargo Operations Center, P.O. Box 5277,
Sioux Palls, SD 57117-5277.

Account holder A
Name :
. (Please Print)
Address | |
City
State : Zip

Social Security Number/
Tax Identification Number

(Required to Process)

Account holder B

Name
{Please Print)
Address
City
State Zip

Social Security Number/
Tax Identification Number

{Required to Process)

If you have a joint account, each account holder may
select either or both options by checking the box({es)
below. Any account holder can opt out on behalf of the
other joint account holders. If you have previously
communicated 2n opt out choice to us, you do not have
to provide it again.

Account holder
A B

1 £1 Option 1: Please do not share information with
outside companies for marketing purposes as
described in this brochure. I understand thar I
will not receive information, available through
special agreement between the outside company
and Wells Fargo, about financial services that are
not available through Wells Fargo.

(0 L[} Option 2: Please do not share information
within the Wells Fargo family, as described in
this brochure, I understand that I won’t receive
information about new services or special offers
for which I may be eligible.

MKT11N59 (04-01)
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UT-990146

Chapter 480-120

Telecommunications Operations

Pre-Proposal Draft

February 14, 2002



This document is provided to stakeholders so that they may
respond to the Small Business Economic Impact Statement (SBEIS)
questionnaire at <http:.//www.wutc.wa.gov/990146/SBEIS> and so
that stakeholders may prepare oral comments on draft rules that will
be taken at the Open Meeting of the Commission on March 27, 2002
(See notice for details).

This document contains rules concerning customer private
account information (WAC 480-120-202 through 480-120-217).
These rules were prepared after two public meetings, an opportunity
to file written comments, and an Open Meeting discussion dedicated
to this topic.
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New Section
480-120-202 Using a customer’s call detail information.
{1) Except as provided in this section, a company may not use, disclose, or
permit access to a customer's call detail information, unless the customer has
given explicit written (“opt-in”) approval.

- {2) Without seeking or obtaining customer approval, a company may use,
disclose, or permit access to a customer’s cail detail information to the extent
necessary to:

(a) Initiate, render, bill, and collect for telecommunications services the
customer has purchased or requested:;

{b) Protect the rights or property of the company, or to protect users of
those services and other companies from fraudulent, abusive, or unlawful use of,
or subscription to, such services; and

(c) Resolve formal and informal complaints communicated to the

commission by an applicant or customer.

New Section
480-120-203 Using private account information in the provision of services.

Without seeking or obtaining customer approval, a company may use, disclose,
or permit access to a customer’s private account information to the extent
necessary to:

(1) Initiate, render, bill, and collect for telecommunications services the
customer has purchased or requested;

{2) Protect the rights or property of the company, or to protect users of
those services and other companies from fraudulent, abusive, or unlawful use of,
or subscription to, such services; and

{3) Resolve formal and informal complaints communicated to the
commission by a customer or applicant.

New Section
480-120-204 Using private account information during an inbound call.
A company may use, disclose, or permit access to a customer’s private account
information to the extent necessary to provide any inbound telemarketing,
referral, or administrative services to the customer for the duration of the call, if:
{1) Such call was initiated by the customer; and
{2) During the call and prior to the company’s use of the information, the

customer expresses approval for the company to use the information during the

call.

New Section
480—_1 20-205 Using private account information for marketing related
services.
{1) Unless the customer directs otherwise, a company may use a customer’s
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private account information, with the exception of call detail, that results from the
company’s provision of service to provide or market service offerings within the
same category of service. Specifically, a local exchange company may use a
customer’s private account information to market to that customer services
formerly known as adjunct-to-basic services, such as, but not limited to, speed
dialing, computer-provided directory assistance, call monitoring, call tracing, call
blocking, call return, repeat dialing, call tracking, call waiting, caller 1.D., call
forwarding, and certain centrex features.

{2) Unless the customer directs otherwise, if a company provides different
categories of service, and a customer subscribes to more than one category of
service offered by the company, the company may use the customer’s private
account information, with the exception of call detail, that results from the
company's provision of a service to provide or market service offerings that are
within any of the cateqories of service to which the customer subscribes.

(3) A company may not use a customer's private account information as
provided for in subsections (1) and (2) of this section unless it has provided
notice to each customer pursuant to WAC 480-120-207 and provides the
customer with reasonable opportunity to direct the company not to use the
information (“opt- out") pursuant to WAC 480-120-208.

New Section

480-120-206 Using private account information for marketing unrelated
services.
{1} A company may not use, disclose, or permit access to a customer’s private
account information to market service offerings that are within a category of
service to which the customer does not already subscribe to from that company,
unless the customer has given explicit written (“opt-in”") approval.

(2) A company may hot use, disclose, or permit access to a customer's
private account information for any other purpose not specifically allowed in WAC
480-120-203, 480-120-204, and 480-120-205, unless the customer has given

explicit written {“opt-in") approval.

New Section
480-120-207 Notice when use of private account information is permitted
unless a customer directs otherwise (“opt-out”).
(1) This section applies when a company. pursuant to WAC 480-120-205, uses a
customer’s private account information unless the customer directs otherwise
(“opt-out”). If a company that is permitted to use the opt-out method voluntarily
uses the opt-in method, the requirements of WAC 480-120-209 will apply.

(2) A company may not use a customer’s private account information
pursuant to WAC 480-120-205 uniess, at least once in the past year, the
company has provided a written notice to the customer, as provided for in this
section, and provides the customer with a reasonable opportunity to opt-out at

any time.
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{3) The written notice must be mailed separately from any advertising or
promotional material. It may be included with the customer’s bill.

(4) The written notice must be posted on the company’s web site and must
be readily accessible from the company’s home page.

{5) Any opt-out notice must include the following items:

{a) The notice must inform customers that the name, address, and
telephone number, if published in the telephone directory, are not private
information and will not be withheld from telemarketers if the customer opts-out.

(b) The notice must describe each purpose for which private account
information may be used and specifically state whether the private account
information will be used to market services to the customer.

{c) The notice must state that the customer has a right to direct the
company not to use the customer's private account information and that doing so
will not affect the provision of any services to which the customer subscribes.

{d} The notice must include a disclaimer that an opt-out directive for
private account information does not prevent the company from making
telephone solicitation or telemarketing calls to the customer and does not prevent
the company from including the customer’s listed name, address, and telephone

number in lists sold, leased or provided to other firms. This disclaimer is not

required if the company’s practice is to exclude customers who opt-out of private
account information use from use or disclosure for telemarketing purposes.

{e) The notice must be in plain language and must not be misleading.
{f) The notice must be clearly legible, in twelve-point or larger type, and be

placed so as to be readily apparent to a customer.
{q) A company may state in the notice that the use of private account

information may enhance the company's ability to offer products and services
tailored to the customer's needs, if such a statement is accurate.

(h) A company may state in the notice that the customer, upon affirmative
written reguest, may compel the company to provide private account information
to any person.

(i) The notice must state that the customer should expect to receive
written confirmation within ten days of the directive and suggest that the
customer call the company if the confirmation is not received by this time

{6) The notice must prominently state specific instructions by which the
customer can direct the company not to use the customer's private account
information. The dedicated opt-out telephone number required by WAC 480-
120-204(a) must be printed in_bolder type than the body of the notice and must
be in twenty-four point or larger type.

New Section
480-120-208 Mechanisms for opting out of use, disclosure, and access to
private customer account information.
(1) This section applies when a company, pursuant to WAC 480-120-205. uses,
discloses, or permits access to a customer's private account information unless
the customer directs otherwise (“opt-out”).
(2) At a minimum, the company must provide the following mechanisms
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for opting out by:

(a) Calling a dedicated, toll-free telephone number that provides access to
a live or automated operator at all times. The telephone number must be
generally accessible from all areas of the state;

(b) Calling any telephone number that the company provides for billing
or customer service inquiries;

(c) Marking a box or blank on the notice and returning it to a stated
address;

(d) Marking a box or blank that the company must include on the face of
every payment coupon provided to the customer for the customer’s regular bill
payment;

(e) Electronic mail, if the company otherwise receives or sends electronic
mail messages to its customers; and

(f) Completing an opt-out form on the company’s web site. The opt-out
form must be directly linked to the written notice required by WAC 480-120-207.
The web site must be accessible to the public using generally available browser
software.

(3) A company may require, as part of any opt-out mechanism, that the
customer comply with reasonable procedures to verify the identity of the
customer. Any opt-out verification procedure must be no more burdensome on
the customer than any verification procedure used by the company when a
customer provides explicit ("opt-in"} approval or orders additional services on an
existing account.

(4) In addition to the specific requirements of this section, a company that
relies on the absence of an opt-out directive to use, disclose, or permit access to
a customer’s private account information must use its best efforts to implement
the privacy directives of its customers without regard to the form of those
directives.

New Section
480-120-209 Notice when explicit (“opt-in") approval is required.
(1) This section applies when explicit (“opt-in”) approval of the customer is
required for a company to use, disclose, or permit access to a customer’s private
account information.

(2) A company must maintain records of customer notification and approval.

(3) Any solicitation for explicit customer approval must be accompanied by a
written notice to the customer of the customer's right to restrict use of, disclosure
of, and access to that customer's private account information. The notice must
state that private account information includes all information related to specific
calls initiated or received by a customer.

(a) The notice must state that the customer has a right under federal and
state law to protect the confidentiality and limit the use, disclosure, and access to
the customer’s private account information.

(b) The notice must state that the company has a duty under federal and state
law to protect the confidentiality of private account information and to comply with
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the customer’s limitations on use, disclosure of, and access to the information.

{c} The notice must specify the types of information that constitute private
account information. If a company is seeking explicit approval to use, disclose,
or permit access to call detail information, the notice must specify that private
account information includes the telephone numbers of all calls made or received
by the customer.

{d) The notice must specify the specific names of entities, including affiliates
and subsidiaries, which may receive private account information and whether the
private account information can be used, disclosed, or accessed by any entity or
person other than the company providing the notice.

{e) The notice must describe each purpose for which private account
information can be used, disclosed, or accessed and specifically disclose
whether the private account information can be used to market services to the
customer.

(f} The notice must inform the customer that approval by the customer is
voluntary and that no action is required to protect the customer’s private account
information.

{g) The notice must inform the customer that deciding not to approve will not
affect the provision of any services to which the customer subscribes.

(h) The notice must be comprehensible and must not be misleading.

{i) The notice must be clearly legible, in twelve-point or larger type, and be
placed so as to be readily apparent to a customer.

i) If any portion_of a notice is translated into another language, then all
portions of the notice must be translated into that language.

(k) A company may state in the notice that the customer's approval to use,
disclose, or permit access to private account information may enhance the
company's ability to offer products and services tailored to the customer's needs,
if the statement is accurate.

{) A company may state in the notice that the customer, upon affirmative
written request, may compel the company to disclose the customer’s private
account information to any person.

(m) The notice must state that any approval for use, disclosure of, or
access to private account information may be revoked or limited at any time.

(n)} The notice must state that the customer should expect to receive
written confirmation within ten days and suggest that the customer call the
company if the confirmation is not received by this time.

(4) Opt-in approval by the customer must be in writing.

New Section
480-120-211 Confirming change in approval status.
(1) Each time a company receives a customer's "opt-out" directive or explicit "opt-

in" approval, the company must confirm in writing the change in approval status
to the customer within ten days. The written confirmation must be mailed to the
customer's billing address and must be separate from any other mail from the
company. The confirmation must include a summary of the effect of the
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customer’s opt-out or opt-in choice and must provide a reascnable method to
notify the company if the company made an error in changing the customer's
approval status.

{2) A company may not use, disclose, or permit access to a customer’s
private account information based on a customer’s explicit "opt-in" approval until
three weeks after mailing the confirmation to the customer.

New Section
480-120-212 Duration of customer approval or disapproval.
Any “opt-out” directive or explicit “opt-in” approval received by a company will
remain in effect until the customer revokes, modifies, or limits such directive or

approval.

New Section
480-120-213 Safequards required for using private account information.
Every company has a duty to protect the confidentiality of private account
information.

{1) Companies must train all personnel who have access to private
account information as to when they are and are not authorized to use, disclose,
or permit access to private account information, and companies must implement
an express disciplinary process to deal with violations of the requirement.

(2) Companies must establish a supervisory review process regarding
company compliance with rules governing use, disclosure of, or access to private
account information for outbound marketing situations and must maintain records
of company compliance for at least two vears. Specifically, sales personnel must

obtain supervisory approval of any proposed outbound marketing request.

(3) An officer of the company must certify to the commission on an annual
basis that the company is in compliance with the rules concerning private
account information. A statement explaining how the company is in compliance
with commission rules on this topic rules must accompany the certificate.

The cerificate and the compliance statement must be filed with the
company's annual report to the commission.

New Section
480-120-214 Disclosing customer proprietary network information.
A company must disclose any or all customer proprietary network information
upon affirmative written request by the customer, to any person designated by
the customer.

Amend 480-120-144
480-120-215 Use-of Using privacy listings for telephone solicitation.
(1) A local exchange company may not make telephone solicitation or
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telemarketing calls using its list of customers with nonpublished or unlisted
numbers unless it has notified each such customer at least once in the past year
that the company makes such calls to its customers with nonpublished or
unlisted numbers and that the customer has a right to request direct that the
company make no such calls.

(2) When the company provides the notice required in subsection (1) of
this section in writing, the notice must include a toli-free number and an e-mail
address the customer may use to state that solicitation should not be made.

(3) When the company provides the notice in subsection (1) of this section
by phone call, the customer must be informed that inclusion in a solicitation list
may be declined and if declined, the company must not make any additional
solicitation.

New Section

480-120-216 Using subscriber list information for purposes other than
directory publishing.

If a company uses or provides subscriber list information for purposes other than
directory publishing, it must exclude from use or disclosure the subscriber list
information of any customer who subscribes to a privacy listing, including a

nonpublished or unlisted number, or who directs the company to exclude

subscriber list information relating to his or her service.




